16. AUD SSO ?

1. Application Access Token

AUD i-PORTAL

AUD Rest API

2. Application Access Token

1) AUD Repository DB MTX_AUTH_AP_INFO ()

Create Table(PostgreSQL)

- [Admin > Repository ] Repository Script Dat abase
CREATE TABLE MIX_AUTH_AP_I NFO (

APP_| D VARCHAR(50) NOT NULL,

APP_NAME VARCHAR(50) NULL,

APP_SSH PUB_KEY VARCHAR(2000) NULL,

APP_SECRET_KEY VARCHAR(255) NOT NULL,

CREATE_DATE TI MESTAMP NOT NULL,

EXP| RE_DATE TI MESTAMP NULL,

CONSTRAI NT MTX_AUTH_AP_I NFO_UNI QUE UNI QUE ( APP_I D)
)
CREATE | NDEX MIX_AUTH_AP_I NFO _APP_I D_| DX ON MIX_AUTH_AP_I NFO USI NG BTREE (APP_I D);

2) AUD Domain name (Application Access Token )

3. Application Access Token

1) SSH

(D SSO AUD
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2. AUD CORS Allowed origin url
AUD /WEB-INF/classes/framework/service/service_api.properties
- matrix.prop.location=true matrix.prop.location.path service_api.properties .

- . Header Origins URL ()

- matrix.cross.origin.allowed PORTAL URL

AUD /WEB-INF/classes/framework/service/service_api.properties

# cross origin url ( )
matri x.cross.origin.allowed=http://1.1.1.1, https://2222:8080/ XXX, http://a.co.kr

® service_api.properties AUD

3. CORS

sitePortalXXX.jsp ~ JSP




® JSP AP . AP Java
® AUD7 private key SecretKey Header Key AUD7 API.
®* AUD 1 Application User Secret key

Jaud/aud.embedded.setting.jsp

AUD_CONFIG_DATA.bimatrix_server_url = {AUD7 . Protocol + DNSNAME }
AUD_CONFIG_DATA.webRoot ={ webRoot . aud }
AUD_CONFIG_DATA.cookie_domain ={Ap }

AUD_CONFIG_DATA. button_disable_ids = {titte  }

= AP PORTAL ( ) AUD7 PORTAL Domain name .
® POTAL AP Cookie bimatrix_ap_accessToken
= AP SSH key AUD7 Rest API Private.pem SecretKey ()

Application AP (bimatrix_ap_accessToken) AUD Rest API

AUD PORTAL

® AUD CORS Application CORS

(D AP AP
1. AUD Application Application JWT

. 1

C . ( key = bimatrix_ap_accessToken)
URL Header
{AUD Yapi/auth/sign/ap A POST API Request Header String AUD SSH Private.pem Secret Key Header Secret Key
/token AUD
Key JWT AUD
X-AUD-AP-Id
X-AUD-AP-
Secret-SSH
® AUD7 ssh private pem
Key
X-AUD-USER
® Application
* AUD id
X-AP-UPDATE-
ADDR * ()

Application API
> sitePortalAUD7Em_iAudSample.jsp

/**
* AUD AP Token JAVA
*/
public class AudCet ApToken {
private static final String AUD AP_TOKEN URL = "aud7 /matri x/api/auth/sign/ap/token";



/**
* audApld , audApPw AUD Application
* Application id / pw
*/
public static String get APToken(String audApld , String audApSecretKey , String userCode) {
Ht t pURLConnecti on connection = null;
/1 aud jw
String AUD_AP_TOKEN_ UPDATE_URL = "bimatrix.co.kr";

tr
y{if ((audApld == null || audApld.isEnpty()) || (audApSecretKey == null || audApSecr et Key.
i sEnpty())){
Systemout. println("AUD application id,pw .");
return null ;
}

/'l aud7?7 secret key ssh private key

PrivateKey privateKey = | oadPrivateKey("D:\\tontat\\apache-tontat-7.0.107-
wi ndows- x64\\ apache-tontat-7. 0. 107\ \ webapps\ \ exanpl es\\ aud\\ apSSH\\ pri vat e_key. pent') ;

/1 aud7 secret key

String signedMessage = signMessage(audSecret Key, privateKey);

/'l header
Map<String, String> requestHeaders = new HashMap();
request Header s. put (" X- AUD- AP-1d", audApld);
request Header s. put (" X- AUD- AP- Secr et - SSH', si gnedMessage) ;
request Header s. put (" X- AP- UPDATE- ADDR' , AUD_AP_TOKEN_UPDATE_URL) ;
if (userCode != null || !userCode.isEmpty())
request Header s. put (" X- AUD- USER" , user Code);

try{
/1 URL

URL url = new URL(AUD _AP_TOKEN URL);

connection = (HttpURLConnection) url.openConnection();
}cat ch(Mal f or mredURLException e){

Systemout.printin("AUD .");

return null;
}catch(1 OException e){

Systemout.println(" [api url:"+ AUD AP_TOKEN URL +"]");

return null ;

}

/[l HTTP

connecti on. set Request Met hod(" POST") ;

for(Map. Entry<String, String> header :requestHeaders.entrySet()) {
connecti on. set Request Property( header. get Key(), header. getVal ue());

}

/1

int responseCode = connection. get ResponseCode();

System out. println("Response Code: " + responseCode);
if (responseCode == Htt pURLConnecti on. HTTP_OK) {
String apAccessToken = connection. get Header Fi el d("bi matri x_ap_accessToken");

if (apAccessToken == null){
System out.println("ap token ");
return null;

}

el se{

return apAccessToken;
}
}else if (responseCode == HttpURLConnecti on. HTTP_UNAUTHORI ZED) {
Systemout.printlin(" ap token .");
return null;

}

}cat ch(Exception e){
e.printStackTrace();
}inally {
if (connection !'= null) {
connection. di sconnect () ;

}



}

return null;

/1
private static PrivateKey |oadPrivateKey(String path) throws Exception {

/1 ( )
Systemout.println("Private Key path: " + path);
String keyPEM = new String(Files.readAllBytes(Paths.get(path)))

.replaceAll ("----- BEG N PRI VATE KEY----- wommy
.replaceAl | ("----- END PRI VATE KEY----- n)
.replaceAl I ("\\s", ""); [/

byte[] keyBytes = Base64. get Decoder (). decode(keyPEM ;
PKCS8EncodedKeySpec keySpec = new PKCS8EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory. getlnstance("RSA");

return keyFactory. generatePrivate(keySpec);

}

/1

private static String signMessage(String nmessage, PrivateKey privateKey) throws Exception {
Si gnature signature = Signature. getlnstance("SHA256w t hRSA") ;
signature.initSign(privateKey);
si gnat ur e. updat e( nessage. get Bytes());

byte[] signedBytes = signature.sign();
return Base64. get Encoder (). encodeToSt ri ng(si gnedBytes);

2. AUD JWT



Rest APl Header api

p

(D APl CORS API
ex) fetch

fetch(bi ServerUrl + apiUl, {
net hod: 'PCST', // 'POST', 'GET
headers: {
' Content-Type': 'application/json',
"bi matri x_ap_accessToken':' AUD JWI '
3
credentials: '"include', //
body: JSON. stringify(parans)
b
.then(response => {
if (!response.ok) {
throw new Error (' Network response was not ok');

}

return response.json(); // JSON
b
.then(data => {
alert (JSON. stringify(data));
}
.catch(error => {
consol e.error(' There has been a problemw th your fetch operation:',
error);
alert(" .');

1)

(D (i-AUD) Sample

FAUD_Em_20250211 zip
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