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(Release No. 7.0.500.20251002-11)

1.
a. Admin /Ul Rest API )
b. AUD Platform APl Application Access Token . (: Application Access Token )
c. APl DB .
2. API
a. / Json ()
i/ _ _SAMPLE.json
b. / (3a)
i. {Context Path}/WEB-INF/classes/matrix/matrix_cm.properties , APl / , Json
[5. APl sh]
3. API
a. matrix_cm.properties ()
* : {AUD Context Path}/WEB-INF/classes/matrix/matrix_cm.properties
® matrix.cm.properties.extend true matrix.cm.properties.extend.path
i
matrix.cm.properties.extend matrix_cm.properties  ( :false, :true/ :false)
matrix.cm.properties.extend.path ,
sql.fetch.size SQL fetch size (: 1000)
matrix.cm.outer (: true, :false/ :false)
matrix.cm.outer.path ROOT
matrix.cm.outer.tableinfo.path ROOT
b. ()
i. CM_SAMPLE.json , matrix_cm.properties > matrix.cm.outer.tableinfo.path . ()
ii. .
c. API
® :MTX_CM_EXT_LIST
L]
Column Name Description Type Length Null P.K default
SEQ NUMBER N 1
API_URL URL VARCHAR2 = 500 N
REQUEST_DATE TIMESTAMP
REQUEST_PARAM CLOB
RESULT_STATUS VARCHAR2 = 256
RESULT_MSG VARCHAR2 = 1000
REQUEST_IP P VARCHAR2 = 100
i. Admin > Repository > MTX_CM_EXT_LIST > [Repository Script ]
ii. APl , matrix_service.log
4. API

a. URL: {AUD Context Path}/api/cm/backup, restore

5. APl sh ()

API API URI METHOD

apilcm/backup = POST  reportCode String | Y

tableInfoFileName ' String = Y

api/cm/restore POST  restoreFileName  String | Y

1) API Java sh

- sh API

- sh Java

authRestore String

([4API ] )

Java .

- Java Application Access Token / API .
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(Release No. 7.0.500.20251002-11 )

a. sh

. .Ibackup.sh {} {}

ii. backup.sh JAVA_HOME Java

Sample_backup.sh

#!/bin/ sh
#
# JAVA

{

ison “reportCode": "REP0O5B91F3]

false
C:/AUDPIatform_7/conf/matrix
1000

true
C:/AUDPIlatform_7/reports/cm/ext

C:/AUDPIatform_7/reports/cm/ext/tableinfo

B73F1416096B4D004741C0A08"

, "tableInfoFileName": “CM_SAMPLE.json*

}
() {

"restoreFileName": "REP05B91F3B73F1416096B4D004741C0A08"

(:false) | “authRestore": "true

}

JAVA_HOVE="/ hone/ AUDPI at f or ml apps/ openj dk"

rm-rf CnBackupApi.cl ass
$JAVA_HOWE bi n/javac CBackupApi .java -encodi ng UTF-8

chnod

1.
2.

® H H

-R 755 *

( .zip )
j son

JAVA_HOME/ bi n/ j ava CnBackupApi $1 $2

Sample_CmBackupApi.java

i nport
i mport
i mport
i mport
i mport
i nport

javax. net.ssl . Htt psURLConnecti on;

javax. net.ssl . SSLCont ext ;

j avax. net.ssl . Trust Manager;

j avax. net. ssl . X509Tr ust Manager ;
java.io. Buf f eredReader;
java.io. | OException;

CmBackupApijava AUD_SERVER_URL, AUD_SECRET KEY, AUD_SECRET KEY_FILE_PATH, AUD_AP_ID

page no. 97623827
/
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inport java.io.lnputStreanReader;

import java.io.QutputStream

import java.net.HttpURLConnecti on;

inport java.net. Ml formedURLExcepti on;

import java.net.URL;

inport java.nio.file.Files;

inmport java.nio.file.Paths;

import java.security.KeyFactory;

inport java.security.PrivateKey;

import java.security. Signature;

inmport java.security.cert.CertificateException;
inport java.security.cert.X509Certificate;
inmport java.security.spec. PKCS8EncodedKeySpec;
inport java.util.Base64;

inmport java.util.HashMap;

inmport java.util.Map;

public class CnmBackupApi {
/ * %
* AUD_SERVER_URL: AUD
* AUD_SECRET_KEY: SSH Key
* AUD_SECRET_KEY_FI LE_PATH. private_key. pem
* AUD_AP_ID: Ap token (AUD )
*/
private static final String AUD_SERVER URL = "http://192.168.0.59: 8087";
private static final String AUD SECRET_KEY = "";
private static final String AUD_SECRET_KEY_FI LE PATH = "";
private static final String AUD AP_ID = "";

public static void main(String[] args) {
if (args.length = 2) {
Systemerr.println("backup paraneter check please....");
Systemexit(1l); // 1
}

try {
Il Ap token
String apAccessToken = get APToken();

/1

String backupReport Code = args[O0];

String tablelnfoFileNane = args[1];

String data = "{\"reportCode\" : \"" + backupReportCode + "\" , \"tablelnfoFileNane\" : \"" + tablelnfoFileNane + "\"}";

try {
String returnData = execute("/api/cn backup", data, "POST", apAccessToken);
System out. printl n("======backup data : " + returnData);
11 api
String returnLogout = execute("/api/logout", "", "GET", apAccessToken);
System out . printl n("======returnLogout data : " + returnLogout);

} catch (Exception ex) {
ex. printStackTrace();
t hrow ex;
}
} catch(Exception e) {
Systemerr.println(e.get Message());
Systemexit(1l); // 1

}

public static String get APToken() throws Exception {
Ht t pURLConnecti on connection = null;
String api Ul = AUD _SERVER URL + "/api/auth/sign/ap/token";
String apAccessToken = "";

try{
if ((AUDAP_ID == null || AUD AP_ID.isEnpty()) || (AUD_SECRET_KEY == null || AUD_SECRET_KEY.isEnpty())){
Systemerr.println("AUD Application id, pw .");
Systemexit(1);
}

/1 aud7 secret key ssh private key

PrivateKey privateKey = | oadPrivat eKey( AUD_SECRET_KEY_FI LE_PATH) ;
/1 aud7 secret key

String signedMessage = si gnMessage( AUD_SECRET_KEY, privateKey);

/| Header

Map<String, String> requestHeaders = new HashMap<>();
request Header s. put (" X- AUD- AP- 1 d", AUD AP_I D);

request Header s. put (" X- AUD- AP- Secr et - SSH', si gnedMessage) ;
request Header s. put (" X- AP- UPDATE- ADDR' , "127.0.0.1");
request Header s. put (" X- AUD- USER', AUD_AP_I D);

try{
/1 URL

URL url = new URL(apiUrl);
bool ean i sSecure = AUD_SERVER URL.toLower Case().startsWth("https:");
if(isSecure){
/1 https
connection = (HtpsURLConnection)url.openConnection();
SSLCont ext ssl Context = get Ssl Cont ext ();
((H t psURLConnecti on) connection). set SSLSocket Fact ory(ssl Cont ext. get Socket Factory());
((Htt psURLConnect i on) connecti on). set Host naneVeri fi er (( host name, session) -> true); //
}el se{
connection = (HtpURLConnection)url.openConnection();

}
}cat ch(Mal f or mredURLException e){
throw new Exception("AUD .");
}catch(1 OException e){
System out . print| n("==========| OException");
throw new Exception(" [api url:"+ apiUl +"]1");
}
[/ HTTP

connecti on. set Request Met hod( " POST") ;
for(Map. Entry<String, String> header : requestHeaders.entrySet()) {
connecti on. set Request Property(header. get Key(), header. getVal ue());

}

11

int responseCode = connecti on. get ResponseCode();
System out. println("Response Code: " + responseCode);

if (responseCode == HttpURLConnection. HTTP_OK) {
apAccessToken = connecti on. get Header Fi el d("bi natri x_ap_accessToken");

if (apAccessToken == null) {
throw new Exception("Ap Token "),
} else {

return apAccessToken;

}
} else if (responseCode == Htt pURLConnecti on. HTTP_UNAUTHORI ZED) {
t hrow new Exception(" Ap token .");

}
}catch(Exception e) {
e.printStackTrace();

throw e;
inally {
if (connection != null) {
connecti on. di sconnect () ;
}
}
return null;
}
/1
public static PrivateKey |oadPrivateKey(String path) throws Exception {
1 ( )

Systemout.println("Private Key path: " + path);

String keyPEM = new String(Files.readAllBytes(Paths.get(path)))
.replaceAl | ("----- BEG N PRI VATE KEY----- Lt
.replaceAl I ("----- END PRI VATE KEY----- ")



sh

.replaceAl | ("\\s", ""); [/

byte[] keyBytes = Baseb64. get Decoder (). decode(keyPEM ;
PKCS8EncodedKeySpec keySpec = new PKCS8EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory. getlnstance("RSA");

return keyFactory. generatePrivate(keySpec);

}

11

public static String signMessage(String nessage, PrivateKey privateKey) throws Exception {
Si gnature signature = Signature.getlnstance("SHA256w t hRSA") ;
signature.initSign(privateKey);
si gnat ur e. updat e( nessage. get Bytes());
byte[] signedBytes = signature.sign();
return Base64. get Encoder (). encodeToSt ri ng(si gnedBytes);

}

public static String execute(String url,

Ht t pURLConnect i on connection = null
Qut put St ream out Stream = nul |
Buf f er edReader buffer Reader = nul |
try{
try{
/1 URL
URL urll = new URL(AUD_SERVER URL+url);

bool ean isSecure =
if(isSecure){
/Il https
connection = (HttpsURLConnection)url 1. openConnection();
SSLCont ext ssl Context = get Ssl Cont ext ();

AUD_SERVER_URL. t oLower Case().startsWth("https:");

String parans, String nethod, String apAccessToken) throws Exception {

((H t psURLConnecti on) connection). set SSLSocket Fact ory(ssl Cont ext. get Socket Factory());

((H t psURLConnecti on) connection). set Host naneVeri fi er ((hostnane,
tel se{
connection = (HttpURLConnection)url 1. openConnection();
}
}catch(Mal f or mredURLExcepti on e){
t hrow new Exception("AUD .");
}catch(1 Oexception e){
throw new Exception(" ");

}

[l HTTP

connection.
connecti on.
connecti on.

set Request Met hod( net hod) ;
set Request Property("bi matri x_ap_accessToken",
set Request Property("Accept-Charset”, "UTF-8");

apAccessToken);

connecti on.
connecti on.
connecti on.

set Connect Ti meout (10 * 1000);
set ReadTi neout (300 * 1000);
set Dol nput (true);//

if (params != null && params.length() > 0){
connecti on. set DoQut put (true);
connecti on. set Request Property("Content-Type", "application/json");
out Stream = connecti on. get Qut put Streamn();
out Stream wri t e( parans. get Byt es(" UTF-8"));
out Stream fl ush();
out Stream cl ose();

}

/1

int responseCode =

if (responseCode ==
buf f er Reader =

connect i on. get ResponseCode();
Ht t pURLConnect i on. HTTP_CK) {

String inputText =
StringBuil der sbText = new StringBuilder();
whil e ((inputText = bufferReader.readLine())
if(sbText.length() > 0)
sbText . append(i nput Text + "\r\n");
el se
sbText . append(i nput Text);

'= null) {

}

return shText.toString();
}

}catch(Exception e){
e.printStackTrace();
throw e;
Hinally {
if (bufferReader != null)
buf f er Reader . cl ose();

if (outStream!= null)
out Stream cl ose();

if (connection != null)
connecti on. di sconnect ();

}

return null;

}

/* SSL (https) */
private static SSLContext getSsl Context() throws Exception{
SSLCont ext ssl CTX = null;
/1 Trust Manager
Trust Manager[] trustManagers = null;
trust Managers = new Trust Manager[]{
new X509Tr ust Manager () {
@verride
public void checkd ient Trusted(X509Certificate[] x509Certificates,
}

@verride
public void checkServer Trust ed(X509Certificate[] x509Certificates,

}

@verride

public X509Certificate[] getAcceptedlssuers() {
//return new X509Certificate[O0];
return null;

}
H
/1 SSL context
ssl CTX = SSLCont ext . get | nstance("TLS");
ssICTX.init(null, trustManagers, new java.security.SecureRandom());
return ssl CTX;

. Irestore.sh {} {}
restore.sh JAVA_HOME Java

sessi on)

new Buf f eredReader ( new | nput St reanReader ( connecti on. get | nput Strean(),

-> true);

/1 JSON

"UTF-8" ) )

String s) throws CertificateException {

String s) throws CertificateException {



Sample_restore.sh

#!/bin/ sh
#
# JAVA

JAVA_HOVE="/ hone/ AUDPI at f or ml apps/ openj dk"

rm-rf CnRestoreApi.class
$JAVA_HOWE/ bi n/j avac CnRest or eApi . java -encodi ng UTF-8
chmod -R 755 *

H* H #

()
2. (: false)
$JAVA HOVE/ bi n/ j ava CrRestoreApi $1 $2

ii. CmRestoreApijava AUD_SERVER_URL, AUD_SECRET KEY, AUD_SECRET KEY_FILE_PATH, AUD_AP_ID

Sample_CmRestoreApi.java

i nport javax.net.ssl.HtpsURLConnection;

i mport javax. net.ssl.SSLCont ext;

import javax.net.ssl.TrustManager;

i nport javax.net.ssl.X509Trust Manager ;
import java.io.BufferedReader;

inmport java.io.|CException;

inmport java.io.lnputStreanReader;

inmport java.io.CQutputStream

inport java.net.HttpURLConnecti on;

import java.net. Ml fornedURLException;
import java.net.URL;

inport java.nio.file.Files;

inmport java.nio.file.Paths;

import java.security.KeyFactory;

import java.security. PrivateKey;

import java.security. Signature;

inport java.security.cert.CertificateException;
inmport java.security.cert.X509Certificate;
import java.security.spec. PKCS8EncodedKeySpec;
inport java.util.Base64;

inmport java.util.HashMap;

inmport java.util.Map;

public class CrRestoreApi {

/ * %

* AUD_SERVER URL: AUD

* AUD_SECRET_KEY: SSH Key

* AUD_SECRET_KEY_FI LE_PATH private_key. pem

* AUD AP_I D: Ap token (AUD )

*/

private static final String AUD SERVER URL = "http://192.168. 0.59: 8087";
private static final String AUD SECRET_KEY = "";

private static final String AUD _SECRET_KEY_FILE_PATH = "";
private static final String AUD AP_ID ="";

public static void main(String[] args) {
if (args.length == 0){
Systemerr.printin("restore file nane check please....");
Systemexit(1l); [/ 1
}

try {
/'l Ap token
String apAccessToken = get APToken();

11
String restoreFil eNane = args[O0];
String authRestore = "fal se";

if (args.length == 2)
aut hRestore = args[1];

, \"authRestore\" : \"" + authRestore+"\"}";

String data = "{\"restoreFileNane\" : \""+restoreFileNane+"\"

try {
String returnData = execute ("/api/cnmrestore", data, "POST", apAccessToken);
Systemout.println("======restore data : "+returnData);
11 api
String returnLogout = execute ("/api/logout", "", "GET", apAccessToken);
System out . printl n("======returnLogout data : "+returnlLogout);

} catch (Exception ex) {
ex. printStackTrace();
throw ex;
}
} catch(Exception e) {
Systemerr.println(e.get Message());
Systemexit(1l); [/ 1

}

public static String get APToken() throws Exception {
Ht t pURLConnecti on connection = null;
String api Ul = AUD_SERVER URL + "/api/auth/sign/ap/token";
String apAccessToken = "";

try{
if ((AUDAP_ID == null || AUD_AP_ID.isEnpty()) || (AUD SECRET_KEY == null
Systemerr.println("AUD Application id, pw .");
Systemexit(1);
}

/1 aud7 secret key ssh private key

PrivateKey privateKey = | oadPrivat eKey(AUD_SECRET_KEY_FI LE_PATH);
/1 aud7 secret key

String signedMessage = signMessage( AUD_SECRET_KEY, privateKey);

/'l Header

Map<String, String> requestHeaders = new HashMap<>();
request Header s. put (" X- AUD- AP-1d", AUD AP_ID);

request Header s. put (" X- AUD- AP- Secr et - SSH', si gnedMessage) ;
request Header s. put (" X- AP- UPDATE- ADDR', api Url);

request Header s. put (" X- AUD- USER', AUD AP_ID);

try{
/1 URL

URL url = new URL(api Url);
bool ean i sSecure = AUD SERVER URL.toLower Case().startsWth("https:");
if(isSecure){
/1 https

AUD_SECRET_KEY. i sEnpty())){

connection = (HttpsURLConnection)url.openConnection();

SSLCont ext ssl Context = get Ssl Context();

((Htt psURLConnecti on) connection). set SSLSocket Fact or y(ssl Cont ext . get Socket Factory());

((Ht t psURLConnecti on) connecti on) . set Host naneVeri fi er ((host nanme, session) -> true);

}el se{

connection = (HttpURLConnection)url.openConnection();

}catch(Mal f or mredURLExcepti on e){

throw new Exception("AUD .");
}catch( 1 Oexception e){
System out. printl n("==========| CException");
throw new Exception(" [api url:"+ apiUl +"]1");
}
/1l HTTP

connecti on. set Request Met hod(" PCST") ;
for(Map. Entry<String, String> header : requestHeaders.entrySet()) {



connection. set Request Property(header. get Key(), header. getValue());

1
11

int responseCode = connection. get ResponseCode();
System out . printl n("Response Code: " + responseCode);

if (responseCode == HttpURLConnection. HTTP_OK) {
apAccessToken = connecti on. get Header Fi el d("bi matri x_ap_accessToken");

if (apAccessToken == null) {
t hrow new Exception("Ap Token ");
} else {

return apAccessToken;
}
} else if (responseCode == HttpURLConnection. HTTP_UNAUTHORI ZED) {
throw new Exception(" Ap token .");
}
}catch(Exception e) {
e.printStackTrace();
throw e;
Hinally {
if (connection != null) {
connection. di sconnect () ;
}
}

return null;

11
public static PrivateKey |oadPrivateKey(String path) throws Exception {
1 ( )
Systemout.println("Private Key path: " + path);
String keyPEM = new String(Files.readAl | Byt es(Paths. get(path)))
.replaceAl |l ("----- BEA N PRI VATE KEY----- ")
.replaceAll ("----- END PRI VATE KEY----- D
.replaceA | ("\\s", ""); [/

byte[] keyBytes = Base64. get Decoder (). decode(keyPEM ;
PKCS8EncodedKeySpec keySpec = new PKCS8EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory. getlnstance("RSA");

return keyFactory. generatePrivat e(keySpec);

I

public static String signMessage(String nessage, PrivateKey privateKey) throws Exception {
Si gnature signature = Signature. getlnstance("SHA256w t hRSA") ;
signature.initSign(privateKey);
si gnat ur e. updat e( nessage. get Bytes());

byte[] signedBytes = signature.sign();
return Base64. get Encoder (). encodeToSt ri ng(si gnedBytes);

public static String execute(String url, String paranms, String nethod, String apAccessToken) throws Exception {
Ht t pURLConnecti on connection = null;

Qut put St ream out Stream = nul | ;
Buf f er edReader buffer Reader = null;

try{
try{
/1 URL
URL url1l = new URL(AUD_SERVER_URL+url);
bool ean i sSecure = AUD SERVER URL. toLower Case().startsWth("https:");
if(isSecure){
/1 https
connection = (HttpsURLConnection)url 1. openConnection();
SSLCont ext ssl Context = get Ssl Context();
((Htt psURLConnecti on) connection).set SSLSocket Fact or y(ssl Cont ext . get Socket Factory());
((H t psURLConnecti on) connecti on) . set Host naneVeri fi er ((host nanme, session) -> true); [/
}el se{
connection = (HttpURLConnection)url 1. openConnection();

}catch(Mal f or mredURLExcepti on e){
throw new Exception("AUD .");
}catch( 1 Oexception e){
t hrow new Exception(" ");

}

[/ HTTP

connecti on. set Request Met hod( net hod) ;

connection. set Request Property("bi natri x_ap_accessToken", apAccessToken);
connecti on. set Request Property("Accept - Charset"”, "UTF-8");

connecti on. set Connect Ti neout (10 * 1000);
connecti on. set ReadTi meout (300 * 1000);
connecti on. set Dol nput (true);//

if (parans != null && parans.|length() > 0){
connection. set DoQut put (true);
connecti on. set Request Property("Content-Type", "application/json"); // JSON

out St ream = connecti on. get Qut put Strean() ;
out Stream wri t e( parans. get Byt es(" UTF-8"));
out Stream fl ush();

out Stream cl ose();

}

11
int responseCode = connecti on. get ResponseCode();
if (responseCode == HttpURLConnecti on. HTTP_OK) {
buf f er Reader = new Buf f eredReader ( new | nput St reanReader ( connecti on. getlnputStrean(), "UTF-8" ) );
String inputText ="";
StringBuil der sbText = new StringBuilder();
while ((inputText = bufferReader.readLine()) != null) {
if(sbText.length() > 0)
sbText . append(i nput Text + "\r\n");
el se
sbText . append(i nput Text);
}

return sbText.toString();
}
}cat ch(Exception e){
e.printStackTrace();
throw e;
inally {
if (bufferReader != null)
buf f er Reader . cl ose();
if (outStream!= null)
out Stream cl ose();
if (connection != null)
connecti on. di sconnect ();

}

return null ;

/* SSL (https) */
private static SSLCont ext getSsl Context() throws Exception{

SSLCont ext ssl CTX = nul | ;

/1 Trust Manager

Trust Manager[] trustManagers = null;

trust Managers = new Trust Manager[]{

new X509Tr ust Manager () {
@verride
public void checkd ientTrusted(X509Certificate[] x509Certificates, String s) throws CertificateException {
}



@verride
public void checkServer Trusted(X509Certificate[] x509Certificates, String s) throws CertificateException {
}

@verride

public X509Certificate[] getAcceptedlssuers() {
//return new X509Certificate[0];
return null;

}

s

/1 SSL context

ssl CTX = SSLCont ext . get | nstance("TLS");

ssI CTX.init(null, trustManagers, new java.security.SecureRandom());
return ssl CTX;

(Release No. 7.0.500.20251002-11)
a. sh
i. :./backup.sh {} {}
ii. backup.sh JAVA_HOME Java

Sample_ backup.sh

#!/bin/ sh
#
# JAVA

JAVA_HOVE="/ hone/ aud7/i st reanB11/ AUDPI at f or mf apps/ openj dk"

rm-rf CnBackupApi.cl ass
$JAVA_HOWE bi n/javac CBackupApi .java -encodi ng UTF-8
chmod -R 755 *

1. ( .zip )
2. j son
JAVA_HOME/ bi n/j ava CnBackupApi $1 $2

¥ H O

iii. CmBackupApi.java AUD_SERVER_URL, audApld, audApPw

Sample_CmBackupApi.java

i nport javax.net.ssl.HtpsURLConnection;

i mport javax. net.ssl.SSLCont ext;

import javax.net.ssl.TrustManager;

i nport javax. net.ssl.X509Trust Manager ;
inmport java.io.BufferedReader;

inmport java.io.|CException;

inmport java.io.lnputStreanReader;

inmport java.io.CQutputStream

inport java.net.HttpURLConnecti on;

import java.net. Ml fornedURLException;
import java.net.URL;

inport java.security.cert.CertificateException;
inmport java.security.cert.X509Certificate;
inmport java.util.HashMap;

inmport java.util.Mp;

public class CnBackupApi {
/**
* AUD
*/
private static String AUD_ SERVER URL = "http://192.168.0.59:8087"; // AUD
private static String apAccessToken = null;

public static void main(String[] args) {
if (args.length !'=2) {
Systemerr. println("backup paraneter check please....");
Systemexit(1l); [// 1

}

/**

* audApld , audApPw AUD Application
* Application id / pw

*/

String audApld = "ap.test"; // AUD Application id
String audApPw = "ap.test"; // AUD Application pw

Ht t pURLConnecti on connection = null;

try{
/'l header

Map<String, String> requestHeaders = new HashMap<>();
request Header s. put (" X- AUD- AP- 1 d", audApl d);

request Header s. put (" X- AUD- AP- Secret ", audApPw);
request Header s. put (" X- AUD- USER', audApl d);

request Header s. put (" X- AP- UPDATE- ADDR', "127.0.0.1");

try{
/1 URL

URL url = new URL(AUD_SERVER URL+"/api/aut h/si gn/ ap/token");
bool ean i sSecure = AUD SERVER URL. toLower Case().startsWth("https:");
if(isSecure){
/1 https
connection = (HttpsURLConnection)url.openConnection();
SSLCont ext ssl Context = get Ssl Context ();
((H t psURLConnecti on) connection). set SSLSocket Fact ory(ssl Cont ext. get Socket Factory());
((Ht t psURLConnect i on) connecti on) . set Host naneVeri fi er ((host name, session) -> true);
tel se{
connection = (HttpURLConnection)url.openConnection();

}

}catch(Mal f or mredURLExcepti on e){

throw new Exception("AUD .");
}catch( 1 Oexception e){

Syst em out . printl n("==========| OException");

throw new Exception(" [api url:"+ AUD SERVER URL +"1");
}
[l HTTP

connection. set Request Met hod(" PCST") ;
for(Map. Entry<String, String> header :requestHeaders.entrySet()) {
connection. set Request Property(header. get Key(), header. getValue());
}
/1
int responseCode = connection. get ResponseCode();
if (responseCode == Htt pURLConnection. HTTP_CK) {
apAccessToken = connecti on. get Header Fi el d("bi natri x_ap_accessToken");
if (apAccessToken == null){
t hrow new Exception("ap token ");
}
}

}catch(Exception e){
Systemerr.println(e.get Message());
Systemexit(1l); [// 1

Hinally {
if (connection != null) {

connecti on. di sconnect () ;

}



sh

}

11

String backupReport Code = args[O0];

String tablelnfoFileNane = args[1];

String data = "{\"report Code\" \""+backupReport Code+"\" ,
try {

String returnData = execute ("/api/cnl backup" , data , "POST");
System out. printl n("======backup data : "+returnData);

/1 api

String returnLogout = execute ("/api/logout" e, "CGETY);

System out . printl n("======returnLogout data :
} catch (Exception e) {
e.printStackTrace();

"+returnLogout);

}

public static String execute(String url,
Ht t pURLConnecti on connection = null;

String parans ,

Qut put St ream out Stream = nul | ;
Buf f er edReader buffer Reader = null;
try{

try{
/1 URL
URL urll = new URL(AUD_SERVER_URL+url);
bool ean i sSecure =
if(isSecure){
/1 https
connection =

SSLCont ext ssl Context = get Ssl Cont ext ();

\"tabl el nf oFi | eNane\ "

\"" + tabl el nfoFi | eName+"\"}";

String nethod) throws Exception{

AUD_SERVER URL. t oLower Case().startsWth("https:");

(Htt psURLConnect i on)url 1. openConnection();

((H t psURLConnecti on) connection). set SSLSocket Fact ory(ssl Cont ext. get Socket Factory());

((Htt psURLConnect i on) connecti on). set Host naneVeri fi er (( host nane,

}el se{

session) -> true);

connection = (HtpURLConnection)url 1. openConnection();

}
}cat ch(Mal f or mredURLException e){
throw new Exception("AUD .");
}catch(1 OException e){
throw new Exception(" ");

}

/1 HTTP

connecti on.
connecti on.
connecti on.

set Request Met hod( net hod) ;
set Request Property("bi matri x_ap_accessToken",
set Request Property("Accept-Charset", "UTF-8");

connecti on.
connecti on.
connecti on.

set Connect Ti meout (10 * 1000);
set ReadTi neout (300 * 1000);
set Dol nput (true);//

if (parans != null && parans.length() > 0){
connecti on. set DoCut put (true);
connection. set Request Property("Cont ent - Type",

out Stream = connecti on. get Qut put Strean() ;
out Stream wri t e( parans. get Bytes("UTF-8"));
out Stream flush();

out St ream cl ose();

}
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int responseCode = connecti on. get ResponseCode();
if (responseCode == HttpURLConnection. HTTP_CK) {

buf f er Reader =

String inputText ="";
StringBuil der sbText = new StringBuilder();
while ((inputText = bufferReader.readLine())
if(sbText.length() > 0)
sbText . append(i nput Text + "\r\n");
el se
sbText . append(i nput Text);

= null) {

}

return sbText.toString();
}

}cat ch(Exception e){
e.printStackTrace();
Systemexit(1l); [/ 1
}inally {
if (bufferReader != null)
buf f er Reader . cl ose();

if (outStream!= null)
out Stream cl ose();

if (connection != null)
connecti on. di sconnect ();

}

return null ;

/* SSL (https) */
private static SSLContext getSsl Context() throws Exception{
SSLCont ext ssl CTX = null;
/'l Trust Manager
Trust Manager[] trustManagers = null;
trust Managers = new Trust Manager[]{
new X509Tr ust Manager () {

@verride

public void checkCd ientTrusted(X509Certificate[] x509Certificates,
}

@verride

public void checkServer Trust ed(X509Certificate[] x509Certificates,
}

@verride

public X509Certificate[] getAcceptedlssuers() {
//return new X509Certificate[0];
return null;

}

b

/1 SSL context

ssl| CTX = SSLCont ext . get | nstance("TLS");

ssICTX.init(null, trustManagers, new java.security. SecureRandom());
return ssl CTX;

. Irestore.sh {} {}
restore.sh JAVA_HOME Java

"application/json");

new Buf f er edReader ( new | nput St reanReader ( connection. getl nputStrean(),

apAccessToken) ;

/1 JSON

"UTF-8" ) )

String s) throws CertificateException {

String s) throws CertificateException {



Sample_restore.sh

#!/bin/ sh
#
# JAVA

JAVA_HOME="/ home/ aud7/i st reanB11/ AUDPI at f or m apps/ openj dk"

rm-rf CnRestoreApi.class
$JAVA_HOWE/ bi n/j avac CnRest or eApi . java -encodi ng UTF-8
chmod -R 755 *

H* H #

()
2. (: false)
$JAVA HOVE/ bi n/ j ava CrRestoreApi $1 $2

iii. CmRestoreApi.java AUD_SERVER_URL, audApld, audApPw

Sample_CmRestoreApi.java

i nport javax.net.ssl.HtpsURLConnection;

i mport javax. net.ssl.SSLCont ext;

import javax.net.ssl.TrustManager;

i nport javax.net.ssl.X509Trust Manager ;
import java.io.BufferedReader;

inmport java.io.|CException;

inmport java.io.lnputStreanReader;

inmport java.io.CQutputStream

inport java.net.HttpURLConnecti on;

import java.net. Ml fornedURLException;
import java.net.URL;

inport java.security.cert.CertificateException;
inmport java.security.cert.X509Certificate;
inmport java.util.HashMap;

inmport java.util.Mp;

public class CnRestoreApi {
/**
* AUD
*/
private static String AUD_ SERVER URL = "http://192.168.0.59: 8087";
private static String apAccessToken = null;

public static void main(String[] args) {
if (args.length == 0){
Systemerr.println("restore file nane check please....");
Systemexit(1l); [// 1

}

/**

* audApld , audApPw AUD Application
* Application id / pw

*/

String audApld = "ap.test";
String audApPw = "ap.test";

Ht t pURLConnecti on connection = null;

try{
/'l header

Map<String, String> requestHeaders = new HashMap<>();
request Header s. put (" X- AUD- AP- 1 d", audApl d);

request Header s. put (" X- AUD- AP- Secret ", audApPw);
request Header s. put (" X- AUD- USER', audApl d);

request Header s. put (" X- AP- UPDATE- ADDR', "127.0.0.1");

try{
/1 URL

URL url = new URL(AUD_SERVER URL+"/api/aut h/si gn/ ap/token");
bool ean i sSecure = AUD SERVER URL.toLower Case().startsWth("https:");
if(isSecure){
/1 https
connection = (HttpsURLConnection)url.openConnection();
SSLCont ext ssl Context = get Ssl Context();

((H t psURLConnecti on) connection). set SSLSocket Fact ory(ssl Cont ext. get Socket Factory());

((H t psURLConnecti on) connecti on). set Host nameVeri fi er ((host nane,
tel se{
connection = (HttpURLConnection)url.openConnection();

}

}catch(Mal f or mredURLExcepti on e){

throw new Exception("AUD .");
}catch( 1 Oexception e){

Syst em out . printl n("==========| OException");

throw new Exception(" [api url:"+ AUD SERVER URL +"1");
}
[l HTTP

connecti on. set Request Met hod(" PCST") ;
for(Map. Entry<String, String> header :requestHeaders.entrySet()) {
connection. set Request Property(header. get Key(), header. getValue());
}
/1
int responseCode = connection. get ResponseCode();
if (responseCode == Htt pURLConnection. HTTP_CK) {
apAccessToken = connecti on. get Header Fi el d("bi natri x_ap_accessToken");
if (apAccessToken == null){
t hrow new Exception("ap token ");
}
}

}catch(Exception e){
Systemerr.println(e.get Message());
Systemexit(1l); [// 1

Hinally {
if (connection !'= null) {

connecti on. di sconnect () ;
}
}
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String restoreFil eNane = args[O0];
String authRestore = "fal se";
if (args.length == 2)
aut hRestore = args[1];

String data = "{\"restoreFileNane\" : \""+restoreFileName+"\" , \"authRestore\" : \"" + authRestore+"\"}";
try {

String returnData = execute ("/api/cnrestore" , data , "POST");

Systemout.println("======restore data : "+returnData);

11 api

String returnLogout = execute ("/api/logout" , "" , "CGET");

System out . printl n("======returnLogout data : "+returnLogout);

} catch (Exception e) {
e.printStackTrace();

}

public static String execute(String url, String params , String nmethod) throws Exception{
Ht t pURLConnecti on connection = null;

Qut put Stream out Stream = nul | ;
Buf f er edReader buffer Reader = null;



try{

try{
/1 URL

URL url 1l = new URL(AUD_SERVER_URL+url);
bool ean i sSecure = AUD_SERVER URL.toLower Case().startsWth("https:");
if(isSecure){
/1 https
connection = (HttpsURLConnection)url 1. openConnection();
SSLCont ext ssl Context = get Ssl Cont ext ();
((H t psURLConnecti on) connection). set SSLSocket Fact ory(ssl Cont ext. get Socket Factory());
((Htt psURLConnect i on) connecti on). set Host naneVeri fi er (( host nanme, session) -> true);
}el se{
connection = (HttpURLConnection)url 1. openConnection();
}
}catch( Mal f or mredURLException e){
throw new Exception("AUD .");
}catch(1 OException e){
t hrow new Exception(" ");

}

|/ HTTP

connecti on. set Request Met hod( net hod) ;

connecti on. set Request Property("bi matri x_ap_accessToken", apAccessToken);
connection. set Request Property("Accept-Charset", "UTF-8");

connecti on. set Connect Ti meout (10 * 1000);
connection. set ReadTi neout (300 * 1000);
connection. set Dol nput (true);//

if (params != null && parans.length() > 0){
connecti on. set DoQut put (true);
connection. set Request Property("Content-Type", "application/json"); // JSON

out Stream = connecti on. get Qut put Strean() ;
out Stream wri t e( parans. get Bytes("UTF-8"));
out Stream flush();

out Stream cl ose();

}

/1
int responseCode = connecti on. get ResponseCode();
if (responseCode == HttpURLConnection. HTTP_CK) {
buf f er Reader = new Buf f eredReader ( new | nput StreanReader ( connection.getlnputStrean(), "UTF-8" ) );

String inputText = "";
StringBuil der sbText = new StringBuilder();
while ((inputText = bufferReader.readLine()) != null) {
i f(sbText.length() > 0)
sbText . append(i nput Text + "\r\n");
el se
sbText . append(i nput Text);
}

return sbText.toString();
}

}cat ch(Exception e){
e.printStackTrace();
Systemexit(1l); // 1
}inally {
if (bufferReader != null)
buf f er Reader . cl ose();

if (outStream!= null)
out Stream cl ose();

if (connection != null)
connecti on. di sconnect ();

}

return null ;

/* SSL (https) */
private static SSLContext getSsl Context() throws Exception{
SSLCont ext ssl CTX = null;
/1 Trust Manager
Trust Manager[] trustManagers = null;
trust Managers = new Trust Manager[]{
new X509Trust Manager () {

@verride

public void checkd ientTrusted(X509Certificate[] x509Certificates, String s) throws CertificateException {
}

@verride

public void checkServerTrusted(X509Certificate[] x509Certificates, String s) throws CertificateException {
}

@verride

public X509Certificate[] getAcceptedlssuers() {
//return new X509Certificate[0];
return null;

}

b

// SSL context

ss| CTX = SSLCont ext . get | nstance("TLS");

ssICTX.init(null, trustManagers, new java.security. SecureRandom());
return ssl CTX;
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Backup System : (91%) B 24| %
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User i
Request Ul : htp://192.168.0.83:8087
User 1P : 192.168.1.99

Database : Oracle

7. ) sh API timeout
a. CmBackupApi.java, CmRestoreApi.java timeout
i. Connect timeout( ): 10
ii. Read timeout( ): 5
iii. SocketTimeoutException , timeout



Sample_Timeout

/1 CnBackupApi .java ->
/1 CnRestoreApi.java ->

connecti on. set Connect Ti neout (10 * 1000); /1 Connect tineout( ): 10
connecti on. set ReadTi meout (300 * 1000); // Read timeout( ): 5
API Open Ul Open Read Only Not Use Hidden Not Recommend

® Release No : 7.0.500.20250213-11
® matrix-service : 7.3.500.20250203 / matrix-cm : 7.0.500.10
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* (Release No. 7.0.500.20251002-11 )
_API sh .zip_20251002-11
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_API sh .zip
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