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b. SQL Injection



i. SQL Injection  SQL
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c. SQL Injection
i. MX-GRID, i-MATRIX (SQL )
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ii. MATRIX VBA SQL

SQL Injection & (vba )
VBASQL SQL

(2

Dim sql As String
Dim vsCode As String
Dim vnFilter As String

"olEZenAM 2 27
vsCode = Range("YS_CODE").Text =" of: M-S &L
vnFilter = Range( "YN_FILTER").Text ' ol: EE Z=AH

sql = "WHERE 1=1"

' YS_CODE = H
If wsCode <> "" Then

sql = sqgl & " AND T1.YS_CODE = '" & vsCode & """
End If

" YN_FILTER = H

If vnFilter <> "" Then

c stfll = sql & " AND T1.FILTER-.COLUMN = " & wnFilter & """
nd |

ZZE S0LSE FILTER.SOL &0 &%
Range( "FILTER_SOL").Yalue = saql

End Sub
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9 var DataGrid2 = Matrix.getobject ("DataGridz");
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3. SQL Injection
a. VN_

i. VS_sQL “
ii. VN_
b.  Dynamic SQL

i. Client(PC)
ii. .
d. SSL

: https://audp.bimatrix.co.kr/pages/viewpage.action?pageld=78708798
e. AUD
i
https://audp.bimatrix.co.kr/pages/viewpage.action?pageld=108396697

0 i-AUD Server Script / SQL i-AUD JScript 0
(-META )

Dynamic SQL

IP_ADDR session.getAttribute 'VS_IP_ADDR$ = Matrix. 192.168.xxX.
("IP_ADDR") GetUserInfo(). XXX
<%=IP_ADDR$%> IPAddress

USER_CODE session.getAttribute : Matrix. matrix
("USER_CODE") VS_USER_CO  GetUserInfo().
<%=USER_CODE$%> DE$ UserCode

USER_NAME session.getAttribute : Matrix.
("USER_NAME") VS_USER_NA  GetUserInfo().
<%=USER_NAME$%> ME$ UserName

ORG_CODE ' session.getAttribute Matrix. B060000

("ORG_CODE") VS_ORG_COD | GetUserlnfo().
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<%=0ORG_CODE$%> ES$ DeptCode

ORG_NAME ' session.getAttribute :
("ORG_NAME") VS_ORG_NAM

<%=0ORG_NAME$%> E$
DeptCode session.getAttribute :VS_DeptCode$ = Matrix. 'B060000",
("DeptCode") GetUserInfo(). DEFAULT,-1
<%=DeptCode$%> DeptPath
USER_DEP | session.getAttribute : - |BO60000|DE
T_PATH ("USER_DEPT_PATH") VS_USER_DEP FAULT|-1
<% T_PATH$
=USER_DEPT_PATH$%>
USER_ROLE session.getAttribute : Matrix. SU;3;VO;SV,
("USER_ROLE") VS_USER_ROL @ GetUserlnfo(). ST;MO0;1;
<%=USER_ROLE$%> E$ UserRole
LANG_CODE session.getAttribute : Matrix. ko
("LANG_CODE") VS_LANG_COD | GetUserInfo().
<%=DeptCode$%> ES$ LangCode (Admin PORTAL )
LANG_IDX | session.getAttribute : - 1
("LANG_IDX") VS_LANG_IDX$ (MTX_LANG >
<%=DeptCode$%> LANG_NAME_COLUMN

'COMMENTS' )
4. SQL Injection (Dynamic SQL)

a. AUD Platform Dynamic SQL
https://audp.bimatrix.co.kr/display/rndmanual/%5Bi-AUD%5D+AUD+Platform+Dynamic+SQL
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b. AUD Platform Dynamic
https://audp.bimatrix.co.kr/pages/viewpage.action?pageld=92078261

var req = Matrix.getRequest(
var util = Matrix.getUtility();
var VS_KEYWORD = req.getParam(
var VS_TIME_CODE = req.getParam(
var sgls = [];
CEYWORD) {
VS_KEYWORD = util.Rep _KEYWORD,

sgls.push(™ AND ( ./ LIKE +VS_KEYWORD+
sqls.push( R T1./ IKE "%"+VS_KEYWORD+

sgls.push(" )"

(VS_TIME CODE =
sqls.push(" AND
(VS TIME CODE ==
sqls.push(” AND T2

T1.AlE
T1.37H8
T2.A1H
T2. 3718

, SUM(T1.HP84)
sSumM(T2.H5)
mex_rndl T1
N mex_rnd3 T2

J

(
T1.=718 = 12.=718

T1.AE = 12.A|H

<#=sqls.join("\

T1.A1E,
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